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Ha Tepputopun KpacHooapckoro kpas npaBooOXpaHUTENbHbIMM OpraHaMm BCe vaule
PEerncTpupyroTca pakTbl COBEPLIEHNS XULWEHNA AeHEXHbIX CPEACTB C INLUEBbIX CHETOB
rpaxjaH C UCrnosib30BaHMEM COBPEMEHHbIX MHOPMALNOHHO-TENEKOMMYHUKALMOHHbIX
TexHonorun. NoTepneswmMN CTaHOBATCS XUTENN PernoHa pasnmnyHbIX BO3PaCTHbIX Fpynmn.
[MpecTynHMKN Npu COBEPLIEHNN XMILEHWNIA NOCTOSIHHO COBEPLIEHCTBYIOTCS, NPUAYMbIBAs HOBbIE
cnocobbl, NPY 3TOM aKTMBHO UCMONb3YIOT VIHTEpHET-pecypchbl, TOProBble Naowanku,
BO3MOXHOCTU LNPPOBOIA TenepoHUN.

Y106kl HE MONACTb Ha YNOBKWN MOLIEHHMKOB HEOBXOAMMO KaXX AOMY 3HaTb, Kakmm 06pa3om
COBEpPLAOTCS NPECTYNNEHNS U 4TO HU B KOEM Clly4ae He CTOUT aenatb.

Ha cerogHswHuiA oeHb Hanbonee 4acTo BCTpPeYaloTCs cneaytolwme crnocobbl COBEPLIEHNS
ONCTaHUMOHHBIX XMLEHWIA:

1. XuleHne coBepLIeHo ¢ NCcnonb3oBaHnem cpeacts IP-tenedoHnn n TenedoHoB COTOBbIX
onepaTopoB Mo NPensioroM npenoTepalleHmsl HeCaHKLMOHMPOBAHHOMO CMCAHMS OEHEXHbIX
cpeacTs, opopMneHms Kpeanta, 6NoKMPOBKM BaHKOBCKOW KapTbl, COXPaHEHNS OEeHEXHbIX
CPeLCTB Ha «Pe3epBHOM» CYETE.

MpecTynHUK BBOAMT XepTBy B 3abNyXAeHME C MOMOLbIO METOA0B Tak Ha3blBAEMOM
«COLManbHOW NHXEHEPUN», NoNy4Yas PekBn3nTbl GaHKOBCKOWM KapThbl 1 04HOPA30Bble KOAbl B
CMC, co3paHHble ang ngeHTndrkaumm nmua B CUCTeMe ANCTaHLMOHHOrO 6aHKOBCKOro
obcnyxuBaHus, Kak Bnagenbua, mmbo 3actaBnseT NoTepneBlwero yCTaHoOBMTb NPOrpaMmbl
yoanéHHoro goctyna «Team - Viewer» unn «AnyDesk», pacnopsxaeTtcs umetowmmmncs Ha
NMLEBOM CHETE AEHEXHbIMM CPEACTBAMU, Kak NPaBnio NepeBoas X Ha NOOKOHTPOMbHbIE
cyeTa, UCNoNb3ys pasfvyHble NnaTeXHble CEPBUCHI, 3NEKTPOHHbIE KOWeNbKN 1 HOMepa
TenedoHOB OnepaTopoB COTOBOM CBA3N.

B naHHoM cnyyae Heo6x0a4MMO HeMeaIeHHO NPEKPaTUTb PasroBop, NO3BOHNUTbL MO HOMEPY
«ropsiyet NMHUN» BaHKOBCKOro y4YpeXOeHUs, B KOTOPOM odpopMieHa Bawa 6aHkoBckas
KapTa, nMbo NMYHO NoceTUTb odpuc HaHka 1 NOMHTEepPEecoBaTbLCS NO NOBOAY COMHUTENbHbIX
nepeBoaos.

3anomHuTe! CoTpyaHmkM 6aHka HUKoraa no TenedoHy He ByayT cnpawmnsatb NEPCOHaNbHbIE
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naHHble 6aHKoBCKUX KapT, TeM 6onee koa n3 CMC. He cywecTByeT Takoro Buaa CoxpaHeHus
CPEeACTB, KaK BHECEHNE HANMMYHOCTY YEPE3 TEPMUHAN Ha «PEe3EPBHbI» CYET NMOO NepeBos Ha
aboHeHTCKMin HoMep. Hi B koem cnyyae He nepenaBaiTe nepcoHanbHble fJaHHbIe CBOEN
6aHKOBCKOI KapThbl, HE YCTaHaBNMBaNTE B CBOEM CMapTOOHe NMBO KOMMNbIOTEPE Kakume-nnbo
nporpammbl No NpPocbbe HEN3BECTHOro Nmua.

2. XvlLeHne coBepLIEHO NOCPEACTBOM TeNedPOHHOro 3BOHKa Nof BUAOM nokynatens nmbo
nponasLa no pasMeLléHHOMY 06 bSIBNIEHNIO HA TOProBbIX NowWankax cantos «ABnto», «kOna»
nT.M.

MpecTynHUK BBOAMT XepTBy B 3abNyXAeHME, NOSICHSAS, HTO B CBSA3M C HAX0XAEHWEM 3a
npenenammn KpacHogapckoro kpas, MMYHO nepenartb OeHbrn He MOXeT U npeanaraet
OCyWeCTBMTb CAENKY AMCTaHUMOHHO. [1ns aT0ro, kak npasnno, nuua nepexoast ons obweHus
B MecceHaXxepsbl, Yauwe «WhatsApp», norosapmsaroTcs 0 Nony4yeHun (oTrnpaeke) ToBapa c
nomouwbto cnyx6 noctaekm (Avito — noctaeka, CDEK, Boxberry v 1.n.), NpecTynHuKku
CKNAObIBAOT UHTEPHET — CCbINKY Ha (PUWKMHrOBble (MoAOEeNbHbIE) CalThl, rAe XepTBa BHOCUT
PEKBU3NTbLI BAHKOBCKOI KapThl.

3anomHute! Toprosbie NoOWaaKN OCHALEHbl CUCTEMON 3aWMThl OT COMHUTENbHbBIX Onepaumit
no nepesoay CPeAcTB, MO3BONSAOWEA 6NOKMPOBATL Pas3nNnYHbIe CCbINIKK, NO3TOMY ecnu Bac
noKynaTe/nb/npoaaseL, NPOCUT NepenTn K 0bWeHMI0 B MECCEHXEPE M KMOAET CCbINKY, TO 3T0
NepBbIi TPEBOXHbIA CUrHAN K TOMy, 4To Bac xoTaT 06MaHyTb. 3a4acTyto CCbifKY,
OTNpaBnsieMble NPECTYMHMKaMK, MO HA3BaHMNIO MOTYT ObiTb CXOXMW C HA3BAHUSIMU Pa3/INYHbIX
KOMMaHWiA No fJocTaBkaMm ToBapa, AaXxe C Ha3BaHUSIMM caMmx TOProBbix nowanok. He
nepexoanTe Mo CChbifikaM, OTNPaBIEHHbIM HEM3BECTHLIMM NMLAMN.

3. XuweHve coBepleHo NOCPeaCcTBOM TeNeOHHOro 3B80HKa No4 NPeanoroM Bblaayu
KpeanToB (3ammMoB).

B naHHOM cntyaummn, 00 COBEPLLEHUS NPECTYNNEHUS, NOTEPMNEBIIN CAMOCTOATENBHO HAXOANT
NPennoXeHust B MIHTEPHET Cpefie O NPenoCTaBNEHN KPeanTa, Nnepenas Ha «PUILNHIOBbIA»
CaiT, OCTaBNSET CBOM KOHTAKTbl. 3N0YMbIWAEHHNK, NO4 BUAOM paboTHMKA KPEANTHOro
yYpeXAeHus, CBSA3bIBAETCS C XEPTBO, BbIMaHWBAET PEKBU3NTLI KApTbl NO4 NPELNOrOM
onnatbl KOMACCUM U pacnopsxaeTcs AeHbramy 4yepes NoAKOHTPObHbIE OAHKOBCKUE cyeTa.

B naHHOM cnyyae Hago 3HaTb, YTO BeAs NEPeroBopbl Mo TenedoHy No NoBoAy AOCTaBKM
KPeOUTHbIX OeHeXHbIX CPeACTB U 3apaHee onnayneas ycnyru Kkypbepa, CyMMy 3a
cTpaxoBaHue 1 OTKpbITUE c4éTa, 63 AoKYMeHTaNbHOro NnoaTBepXaeHus, Bl puckyete
ocTatbcsa 6e3 geHer. Camblii HaO&XHblin cnocob NonyyYeHust KpeauTa — 3T0 NIMYHOE NocelleHne
6aHka.

4. XnuweHwne COBEpPLEHO C NCNOb30BaHMEM «(PULLNHIOBbIX canToB» B CETU MHTepHeT.
Kak npasunno — aTo «OBOWHNKN» CANTOB npoaax aBVIa6I/IJ'IeTOB, canToB MHTEpPHET -

MarasmHoB ObITOBOW TEXHWKW, 3NEKTPOOOOPYNOBAHMS U 3NEKTPONHCTPYMEHTOB. PasnnyaTbes
Takme canTbl OT HACTOSAWMX MOTYT B 04HY BykBy nnu umcppy. JJoMeHbl Takmx cakToB 0ObI4HO
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3apernctpupoBaHbl 3a npenenamm Poccuiickon denepaumn.

Heobxo0aMMO NOMHUTbL U 3HATb, YTO CaMblii HAAEXHbI cnocob npuobpeTeHns BneTos — 3To
Kacca asponopTa, XenesHo4opoXHoro TpaHcnopta. Ecnn xe Bbl pewnnu kynutb 6unet B
cetn VMIHTepHeT, To He06X0AMMO BHMUMATEIbHO M3Y4YNTb CaliT, NOYMTaTb OT3bIBbI.

5. XuweHve coBepleHo ¢ UCnonb3oBaHmeM ceTu MIHTepHeT B coumnanbHbIX CeTAX
(«OpHoknaccHukun», «BKoHTakTe»), B TOM 4ynucne nyTém B3noma cTpaHuu,.

B aTon cutyaumm npocnexunsaeTcs 3aKOHOMEPHOCTb: B «OQHOKIACCHMUKAx» XepTBamu
CTaHOBATCH nvua NOXMUNOro Bo3pacTta, NPeanoroM SBnseTcsa MHMMas Bbinnara BCAKOro poaa
komneHcaumn (HOC, nonnatbl K neHcun 1 T.1.). B «BkoHTakTe» 3n0yMmbiWNEeHHUKOM
B3/1aMblBaETCH CTpaHuLLA CBA3EN NOTEPMEBEro U OT UX UMEHW, MYTEM Nepenncku,
3anpawunBatTCs AEeHEXHbIE CPeACTBa B AONT, C yKa3aHWEM PEKBU3NTOB 6AHKOBCKOW KapThbl

Ecnn Baw 3HakoMblii B coLManbHOM CETU NPOCUT AEHbIM B AONT, HE0OX0AMMO CBA3ATbCS C
HUM o TenedoHy, nnbo ybeamTbcs B xoae nepenncku, 4To ¢ Bamm obwaeTcs MIMEHHO OH, a
HE MOLWEHHWK, Yy KOTOPOro B NONb30BaHNM HAXOAUTCS B3/IOMaHHAsA CTpaHmLa 3HaKOMOro.

6. Xu1weHre coBeplIeHO NOCPeACTBOM TENEOHHOro 3B0HKa, No4 NPeanoroM 0cBob60X AeHMS
POOCTBEHHMKA OT YrONOBHOM OTBETCTBEHHOCTW. [1pecTynHMKN 3BOHAT, Kak NpaBuno, Ha
foMalHne TenedoHbl, NpeacTaBnsAnTCs COTPYAHMKAMN NPaBoOOXPaHUTENbHbIX OPraHos,
LOBOASAT NOXHYIO MHGPOPMALIMIO O TOM, 4TO POLACTBEHHUK cobecenHuka sikobbl nonan B 6eny
(OTI, cébun yenoseka, n3bun koro-nnbo n T1.n.). B naHHOM cnyyae npecTynHuky npegnaratT
pewmnTb BOMNPOC, ANs Yero TpebyeTtcs onpeneneHHas cymMma LeHer, KOTopyto B MOCNeayowem
3abvpatoT Yyepes TakcucToB, NMOO NpeanararT 3a4NCINTb AEHEXHbIE CPEACTBA Ha
6aHKOBCKME PEKBU3NTDI.

BynbTte BHUMaTenbHbl! Mpu nocTynneHnyn noaobHbIX 3BOHKOB, HECMOTPS Ha YroBOPbI
NPECTYMNHMKOB O TOM, YTO HE CTOUT 3BOHUTb HUKOMY, HEMELNEHHO CBAXUTECH C
POLCTBEHHWNKOM, KOTOPbIV nonan B «beny».

B pasroBope coxpaHsinTe CNOKONCTBMNE N HE Ha3blBainTe AaHHble POLACTBEHHNKA, CKaXnTe
HEN3BECTHOMY, 4TO ByaeTe nNo AaHHOMY hakTy obpawaTbCs B NPaBOOXpPaHUTENbHbIE OPraHbI.

7. XUleHe CoBEPLEHO NoL BUAOM NpefoCcTaBNeHNs pasnnyHbIX YCyr, Hanpumep no
odphopMNeHnio JOKYMEHTOB AN TPYyLOYyCTPOMCTBA.

JaHHble NPecTyneHnsi COBEPLIAIDTCS B pedybTaTe pasMeLleHnst Ha MHTEpPHeT-caiTax no
NpenocTaBneHnto ycnyr o6 bSBNEHNIA NO CneumanbHO 3aHNXEHHOW CTOUMOCTU. B pesynbTarte
nocnenytouero obmMaHa XepTBbl MOWEHHNKOB NEPEYNCSIOT 3aAaTok MO BCIO CyMMy, He
nonyyas pesynbTara.

3anomHnTe! Hu B KOEM criydae He CTOUT NepevncnsiTb AeHeXHble CpeacTea, He ybeamswmnch B
TOM, YTO Ha CaMoM [iefe CyLeCcTByeT OpraHn3auusi, ycnyramMmum Kotopoi Bel xotute
BOCMO/b30BaTbCs. [poBepbTe opraHn3aumio NnyTémM MOHUTOPUHra cet IHTepHeT, noyntaiite
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OT3blIBbl, nonp06y|7|Te CBA3aTbCA C npeacrtasntTendamm n n0|/|HTepecy|7|Ter, KaknMm Bnaoom
OEeATEeNIbHOCTN 3aHMMaeTCAa opraHn3aunda n Kakme ycnyrm npeanoctaBnseT.

8. XuueHve, coBeplieHo nocpeacTsom cetn IHTepHeT nod npeanoromM okasaHus
naccaXmpCcKmx ycnyr 4epes cepBuc (MpuMnoxeHne) no nomcky nonytymkos «BlaBlaCar»:

JaHHble NpecTynneHns COBEPLIAOTCS B pedynbTaTe pasmelleHns 06 bsSBNeHNs Yepes
npunoxexue. 1na aToro nnua, Kak Npasuno, NepexonsaT Ans obweHns B MecceHaxep
«WhatsApp», rae B xoe nepennckn NpecTynHnK CKUAbIBAeT CCbiNKy Ans onnatbl NMbo
O6POHUPOBaHNS NOE3 KM, MPONAS NO KOTOPOW XEePTBA BHOCUT PEKBM3UTbI BAHKOBCKOW KapThl.

HeobxoaMMo NOMHNUTL 1 3HATb, YTO CaMblil HAAEXHbIN cNOcob NepeaBNXeEHNS — 3TO
nepenBUXeHne Ha TpaHCnopTe, Mo KynneHHbIM Bunetam B kaccax asponopTa,
Xene3HoOOPOXHOro 1 aBToBok3anax. Ecnm xe Bbl pewmnnn Bocnonb3oBaTtbCs CEPBUCOM MO
noucky nonyTtumkoB «BlaBlaCar», T0 HeobxoanMo nepenasaTbh AEHbr 3a NOE3aKY TOMbKO U3
PYK B PyKW Npu BCTpeye B aBToMobmne nnum no npmbbiTUIO K MECTY Ha3HAYEHMS.

MpokypaTtypa KpacHogapckoro kpas uigopmupyer:

He nepegasaiite no nHULaTee
3BOHSILLErO AEHeXHbIE CPe/ACTBa nyTem
fiepeBoAa U MYHO

He coo6luaiiTe TPETLUM MMLAM AaHHBIE
CBOMX BaHKOBCKVIX KapT

MY NOAO3PUTENLHOM 3B0HKe
He3aMeANMTeNLHO NPeKpaTHTe Pasrosop

ECNV BbI CTANIM XEPTBO MOLLEHHWKOB,

Tpokypatypa CTONKHYNNCH C MOLUIEHHNKaMM?
KpacHoaapeKoro kpan 3sonuTe no Tenedony: 112
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